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(c) You may assist employers in en-
suring that follow-up testing is con-
ducted in accordance with the plan es-
tablished by the SAP. However, neither 
you nor the employer are permitted to 
randomly select employees from a 
‘‘follow-up pool’’ for follow-up testing. 

§ 40.349 What records may a service 
agent receive and maintain? 

(a) Except where otherwise specified 
in this part, as a service agent you may 
receive and maintain all records con-
cerning DOT drug and alcohol testing 
programs, including positive, negative, 
and refusal to test individual test re-
sults. You do not need the employee’s 
consent to receive and maintain these 
records. 

(b) You may maintain all informa-
tion needed for operating a drug/alco-
hol program (e.g., CCFs, ATFs, names 
of employees in random pools, random 
selection lists, copies of notices to em-
ployers of selected employees) on be-
half of an employer. 

(c) If a service agent originating drug 
or alcohol testing information, such as 
an MRO or BAT, sends the information 
directly to the DER, he or she may also 
provide the information simulta-
neously to you, as a C/TPA or other 
service agent who maintains this infor-
mation for the employer. 

(d) If you are serving as an inter-
mediary in transmitting information 
that is required to be provided to the 
employer, you must ensure that it 
reaches the employer in the same time 
periods required elsewhere in this part. 

(e) You must ensure that you can 
make available to the employer within 
two business days any information the 
employer is asked to produce by a DOT 
agency representative. 

(f) On request of an employer, you 
must, at any time on the request of an 
employer, transfer immediately all 
records pertaining to the employer and 
its employees to the employer or to 
any other service agent the employer 
designates. You must carry out this 
transfer as soon as the employer re-
quests it. You are not required to ob-
tain employee consent for this trans-
fer. You must not charge more than 
your reasonable administrative costs 
for conducting this transfer. You may 

not charge a fee for the release of these 
records. 

(g) If you are planning to go out of 
business or your organization will be 
bought by or merged with another or-
ganization, you must immediately no-
tify all employers and offer to transfer 
all records pertaining to the employer 
and its employees to the employer or 
to any other service agent the em-
ployer designates. You must carry out 
this transfer as soon as the employer 
requests it. You are not required to ob-
tain employee consent for this trans-
fer. You must not charge more than 
your reasonable administrative costs 
for conducting this transfer. You may 
not charge a fee for the release of these 
records. 

[65 FR 79526, Dec. 19, 2000, as amended at 66 
FR 41955, Aug. 9, 2001] 

§ 40.351 What confidentiality require-
ments apply to service agents? 

Except where otherwise specified in 
this part, as a service agent the fol-
lowing confidentiality requirements 
apply to you: 

(a) When you receive or maintain 
confidential information about em-
ployees (e.g., individual test results), 
you must follow the same confiden-
tiality regulations as the employer 
with respect to the use and release of 
this information. 

(b) You must follow all confiden-
tiality and records retention require-
ments applicable to employers. 

(c) You may not provide individual 
test results or other confidential infor-
mation to another employer without a 
specific, written consent from the em-
ployee. For example, suppose you are a 
C/TPA that has employers X and Y as 
clients. Employee Jones works for X, 
and you maintain Jones’ drug and alco-
hol test for X. Jones wants to change 
jobs and work for Y. You may not in-
form Y of the result of a test conducted 
for X without having a specific, written 
consent from Jones. Likewise, you may 
not provide this information to em-
ployer Z, who is not a C/TPA member, 
without this consent. 

(d) You must not use blanket consent 
forms authorizing the release of em-
ployee testing information. 

(e) You must establish adequate con-
fidentiality and security measures to 
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